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Section 1. Objective.

1.1. Overview.

The State of Oklahoma has an enterprise data platform that can house, manage and enable enterprise data
sharing. This data platform, called the State Data Platform, alleviates challenges state agencies may face when
sharing data with other state agencies. In turn, the State Data Platform provides a unified experience to help
facilitate data insights as well as data sharing.

The DASH Application is an enterprise data platform that serves as an agnostic data management and data

sharing environment that can be instantiated at will to solve various data sharing needs within the enterprise.

The platform serves three roles:
1. Data owners — Users who manage access requests.
2. Data consumers — Users who want to access datasets.

3. Platform admin. — Users who monitor and provide final approval to data owners and consumers.

1.2. Highlights.

The developed application provides users with the ability to dynamically upload a schema, ingest data files and
get retrieval tokens from the solution. The platform will handle sensitive information through encryption and
decryption.

The objective of this document is to cover the data consumer role and user experience for the DASH
Application.

Section 2. Login interface and search functionality.
2.1. Login interface.

To access the OMES State Data Platform, the user must be logged in.

Visit dash.ok.gov.
o Microsoft accounts added to the Active Directory of OMES (created by OMES) can log in.
o If a new user needs access, submit a ticket to servicedesk@omes.ok.gov.

The user can sign in to their Microsoft account by selecting Login via Microsoft.

Next, a pop-up window will appear prompting the user to enter their credentials.

After logging in, users are routed to the landing page where they can select their role.

On the landing page, the role(s) associated with the user will appear in blue and red colors.

Note: If a user tries to access the role which they were not assigned, an error message will occur.
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Welcome to OMES State Data Platform

Please Login to proceed

Login via Microsoft

B Sign in to your account - Google Chrome

& login.microsoftonline.com

B® Microsoft

Sign in » OMES State Data Platform

sor Please Login to proceed

Can't access your account? Login via Microsoft
Please wait, Logging In....

@h Sign-in options ‘

5]

Terms of use  Privacy & cookies

The landing page is displayed as follows:

;2; State Data Platform (SDP)-Data Request Application

Welcome to SDP Data Platform

Choose a role from below to enter the platform

Data Consumer Data Owner
The Data Consumer roles allows approved Submit a ticket at servicedesk@omes.ok.gov
agency staff to request access to registered to get this role

datasets/tables or see the status of previous
requested dataset. Data Consumer may also
use this role to register an application that
will be consuming a dataset. (Please note:
The Data Catalog is available to all agency
staff, however you must be approved to
make an official request from the Data
Owner.)

Platform Admin Admin Audit View

Py
&, oxLanoma
> " OMES Enterprise
\/ * Data Driven Services
O

N
*A Blue Box around the role means you have access as this section of the platform.
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It appears that you do not have adequate permissions to use this role to access the platform. You can address this
problem by submitting a ticket to servicedesk@omes.ok.gov.

Close

Any user can select the Data Consumer role on the landing page and view the available datasets.

#‘% State Data Platform (SDP)-Data Request Application DataCatalog v &

Catalog | Request

Search eg Name:abc

Q
Dataset . Data Data Last Upload . Request
D Dataset Name Additional Tags Agency Department Owner Sensitivity Updated File View Schema Data
DS03sM220  dw_hub_000_prod_Lime_Scooters_test  dummydemotemplate  quantiphi deptl ;(:J:R High 06-16-2021 Upload =
ltems per page: 6 - 1-10f1 1< < > >l

However, an error message will appear for a user that is not assigned a Data Consumer role.

It appears that you do not have adequate permissions to use this role to access the platform, You can address this problem by submitting
a ticket to servicedesk@omes.ok.gov.
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2.2. Search functionality.

Once logged in, the user can use the search functionality to find the tables they require.

Filter table rows with ease.

Functionality is available for every table in the application.

Filters are entered in the form of a key-value pair, and multiple filters can be applied per search.

Use the comma (,) when using multiple filters. Select the field and value from the drop-down menu, then
select comma to enter the next field.

e Select the search button located to the right of the input box, or select enter to trigger the search
functionality.

Search functionality is case sensitive.

If you are searching within an invalid field (key), you will receive an error message stating “The column
does not exist, or the format is wrong. Please clear the search bar and try again.” The user must select
a field from the drop-down menu.

Let’s view an example from the Data Consumer Catalog table.
Data Consumer view.

Before applying the filter, note there are 20 datasets in the dashboard.

1:} State Data Platform (SDP)-Data Request Application PEaGEE Y &

Catalog | Request

Search eg Name:abc

Q
E:e:é:er Dataset Name Additional Tags Agency Department )D“Y‘:r Data N U 'LC:‘;% ~‘Fi_|‘|3%50 View Schema RF’E‘;!?
DS02231203  dw_hub_000_dev_table_addition_testing dummydemotemplate quantiphi  deptl j‘:r:" 06-15-2021
DSO2135317  dw_hub_000_dev_test_vishal2 dummytest quantiphi  deptl _j:ft‘“ open 06-11-2021
DSOSI05428  dw_hub_000_dey_test_visha durnrmytest quantiphi  deptl ;‘;fth“ Open Public 06-10-2021
DSOI406713  dw_hub_000_dev_Test_Shwata_5 dummydemotemplate quantiphi  deptl HIPAA/open/FERPA  06-07-2021
DSOI545768  dw_hub_000_dev_Test_Shweta_6 dummydemotemplate quantiphi  deptl HIPAAJopen/FERPA  06-04-2021
DSOI338075  dw_hub_000_dev_Test_shweta_7 dummydemotemplate quantiphi  deptl J‘; = HIPAA/open/FERPA  06-04-2021
- 1 > 2l

Suppose a user wants to request datasets with low Data Sensitivity that belong to the HR department. To
narrow search results, the user can select multiple filters including Data Sensitivity: open and Department:
HR.

In this example, three datasets populate after the filter is applied.
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4::( State Data Platform (SDP)-Data Request Application PrmEEE < S

Catalog | Request

Search eg Name:abc
Data Sensitivity:open € DepartmentHR & Q

Eze‘tg:er Dataset Name Additional Tags Agency Department Data pate

e rnEAEAT  Teets Pranal P [ 2021-05- -

S 58607 = u view d Ny demo,temg - AAfopen/ = . S

DS0195860 stS_auth_ dummydemo,template HR Lahot HIPAA/open/FERPA 27T07.58:23.5050002 Upload View Schema
DS06064536 st a fiew d R N Subham AATonen/ s 2021-05- o
D506064536  test_auth_view dummy,demo template HR Moda HIPAA/open/FERPA 756207090002 Upload View Schema
DS02230209  test_shweta_a view d v dlerma terny . Subham AAJope 2021-05- _
DS02230209  test_shweta_auth_view dummydemotemplate HR Moda HIPAAJopen 12T0942:04 8906712 Upload View Schema

Upload § - Request
ast Updated w Schema
owner Sensitivity Last Updated File Visw schema Data

Search functionality works the same for other roles, e.g., Data Owner and Platform Admin.

Section 3. Interface for data consumer.

3.1. Dataset access request.

When a consumer enters the SDP platform, the data catalog page provides a list of all available data.

Should the consumer desire to perform a search for a group, limit their search for partial datasets, or view
certain tables from a dataset, the request page is equipped with two options.

S‘:}Z State Data Platform (SDP)-Data Request Application BEEEmY &

Catalog | Request

Search eg Name:abc

Q
Dalt[a)set Dataset Name Additional Tags Agency Department O?Ai:aer Ser\Dsa\tt\?/\ty UpLdaaStted Uil‘?:d View Schema PquaLézSt
DS02231903  dw_hub_000_dev_table_addition_testing ~ dummydemotemplate quantiphi  deptl KaranJavali Moderate 06-15-2021 >
DS02135317  dw_hub_000_dev_test_vishal2 dummytest quantiphi  deptl E:;Sth“ open 06-11-2021 =
DS08105428  dw_hub_000_dev_test_vishal dummytest quantiphi  deptl ;‘:ft““ Open~ Public 06-10-2021 ~
DS01406713  dw_hub_000_dev_Test_Shweta_5 dummydemotemplate quantiphi  deptl ShwetaNB  HIPAA/open/FERPA  06-07-2021 >
DSO1545768  dw_hub_000_dev_Test_Shweta_6 dummydemotemplate quantiphi  deptl ShwetaNB  HIPAA/open/FERPA  06-04-2021 >
DS01338075  dw_hub_000_dev_Test_shweta_7 dummydemotemplate quantiphi  deptl ShwetaNB  HIPAA/open/FERPA  06-04-2021 >
e 6 v 1 > 5l

Option 1: Requesting for Self, Registered Applications or Group.
Case 1: Requesting for Self.

The first option you can select on the request page of any dataset is Self. By selecting the Self option, you are
requesting data for yourself. By default, Self is selected when you enter the request page.
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Dataset Requested dw_hub_000_dev_table_addition_testing

Select if you want to request for yourself or registered application

(@ self

O Reqguesting for Registered Applications
(O Group
Select if you want to request access for entire dataset or specific tables

(O Entire Dataset
() select tables

Reason for dataset/table request

Case 2: Requesting for Registered Applications.

After you’ve registered an application, you can request the associated data for those applications. To do so,
select the Requesting for Registered Application option. A drop-down menu will appear with a list of
registered applications. If there are no registered applications, the user must select the option to register a new
application. Then, the user can select the option of their choice to proceed.

Dataset Requested dw_hub_000_dev_table_addition_testing

Select if you want to request for yourself or registered application

® self

O Requesting for Registered Applications
O Group

Select this if you want to request

data for the applications you

Select if you want to re s registered br specific tables

O Entire Dataset
O Select tables

Reason for dataset/table request
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Case 3: Requesting for Group.

Every consumer of the SDP platform will belong to a group. To reduce the hassle of requesting the same data
repeatedly for Self, a consumer can request data for their entire group.

Dataset Requested dw_hub_000_dev_table_addition_testing

Select if you want to request for yourself or registered application

QO self

O Requesting for Registered Applications
@ Group

Select if you want to re QR ERUIENRTIRELIRCEELIEEE - specific tables
data for your user group

O Entire Dataset
O Select tables

Reason for dataset/table request

Option 2: Requesting a particular access level.
After selecting the type of request, the consumer must select the desired access level, i.e., requesting access
to the entire dataset or specific tables within a dataset.

Case 1: Entire dataset.
The consumer can select the Entire Dataset option to request access for the whole dataset.

Case 2: Specific tables.
The consumer can select the Specific Tables option to request access for selected tables.
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Dataset Requested dw_hub_000_dev_table_addition_testing

Select if you want to request for yourself or registered application

QO self

O Requesting for Registered Applications
(® Group
Select if you want to request access for entire dataset or specific tables

(O Entire Dataset
(®) Select tables

’Vtable2 (+1 other) e ’

Reason for dataset/table request

m Submit Request

Button disabling to avoid duplicate requests.

Checks are in place to avoid a consumer requesting and gaining access to the same data more than once.
Note that these checks are Option1(Requesting For) specific.

If the consumer changes from Self to an application while requesting data, it may change the av in three ways.
1. If the consumer requested the entire dataset and the request was accepted or is in the pending state, the
option for selecting tables is disabled. The consumer will receive a pop-up message that they’ve already
requested access to the dataset.
2. If the consumer requested data for a table, they are unable to request for the entire dataset.
3. If the consumer previously requested a table, they would not have the option to request those tables.

Dataset Requested dw_hub_000_dev_Test_Shweta_6

Select if you want to request for yourself or registered application

(@ self

O Requesting for Registered Applications
O Group

Select if you want to request access for entire dataset or specific tables

O selecttables You've previously requested

Reason for dataset/fEEsSRRE =0 (TR TN

request for remaining tables

now.
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3.2. View dashboard.

The consumer can view the status of their request after logging in.

j‘"". State Data Platform (SDP)-Data Request Application Request Status Dashboard v &
Your Requests Group Requests

Dashboard

Search eg Name:abc

Q
Dataset Dataset Data Requested Available Reject Approval Approval/Removal
1D Sensitivit; Access Level .
Id Requested Owner Y For Until Reason Status Date Time
2021 Pranali 09/08/2021
06-  DS01958607  TestS_auth_view . HIPAA/open/FERPA  TestApplicationOl [N s=E=Y ! Approved 06/10/202122:08
o571 Lahoti 22:08
2021
98 Dso1958607  Tests_auth_view Pranali HIPAA/open/FERPA  Self Entire Dataset testing Rejected
n- Lahoti reason
570
2021
O DS0G04536  test_auth_view iuozzam HIPAA/open/FERPA  Self - - Pending
568
2021 )
. Open - Public
gg’ DS01805789  demo_karan_auth_view Ea'i”;t‘l“ Record/APS Case Self ?3/27/2021 test Rejected 06/07/202114712
Information .
567
2021 )
N n Open - Public
gg DS01805789  demo_karan_auth_view Zi’;ﬂ' Record/APS Case Self 103/27/2021 test Rejected 06/07/202113:47
Information .
566
2021 )
- n Open - Public
gg DS01805789  demo_karan_auth_view Ea'i';ét‘:' Record/APS Case Self %%?7/2021 check Rejected 06/07/202113:37
Information )
565
temsperpage 6 v 1- > ol

Section 4. DASH support.
4.1. DASH support.

If you run into any problems or issues with DASH, please submit a support ticket to
servicedesk@omes.ok.gov.
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