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users 
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Control automatic
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User management
Password settings

Communication
and encryption

Listed below are links from several
popular video conferencing user
guides (and their administrative
policy settings) that can help 
 reduce the risk of unwanted
interruptions, compromise, or
exposure of sensitive data. 

Desktop sharing
Content sharing Teams updates

Managing group
policy in Teams

Encryption

Policy settings
for screen,
video, and file
sharing

Manual updates 

Managing group
policy in Teams

https://support.microsoft.com/en-us/teams?ui=en-us&rs=en-us&ad=us
https://help.webex.com/en-us/8zi8tq/Cisco-Webex-Best-Practices-for-Secure-Meetings-Hosts
https://docs.microsoft.com/en-us/microsoftteams/identify-models-authentication
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams
https://docs.microsoft.com/en-us/MicrosoftTeams/assign-policies
https://docs.microsoft.com/en-us/MicrosoftTeams/assign-policies
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-settings-in-teams
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-settings-in-teams
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams#meeting-policy-settings---participants--guests
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams#meeting-policy-settings---participants--guests
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams#automatically-admit-people
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams#automatically-admit-people
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_010.html#ID-2140-00000535
https://docs.microsoft.com/en-us/microsoftteams/teams-security-guide#security-framework-for-teams
https://docs.microsoft.com/en-us/MicrosoftTeams/configure-desktop-sharing
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams#meeting-policy-settings---content-sharing
https://docs.microsoft.com/en-us/microsoftteams/teams-client-update
https://docs.microsoft.com/en-us/MicrosoftTeams/teams-policies
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_0110.html#ID-2140-00001238
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_0110.html#ID-2140-00001090
https://help.webex.com/errorPage
https://help.webex.com/errorPage
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_0110.html
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Zoom

GoToWebinar

Assigning roles 
Enable waiting
rooms 
Enable
passwords 
Identify guest
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Enable two-
factor
authentication 

Password protect
your webinar 
Remove individual
from webinar  

Encryption 
Security
settings 

 Audio
watermark

Listed below are links from several
popular video conferencing user
guides (and their administrative
policy settings) that can help 
 reduce the risk of unwanted
interruptions, compromise, or
exposure of sensitive data. 

Limiting file
types 

Managing
meeting

participants
(including

screen sharing) 

Updates for
Windows 

 Updates for
MacOS 

Updates for
Android 

Updates for iOSManaging group
policy in Zoom

 Manage attendees

Encryption and
security features Screen sharing Automatic updates 

https://support.zoom.us/hc/en-us
https://support.goto.com/webinar
https://support.zoom.us/hc/en-us/articles/360040324512-Roles-in-a-meeting
https://support.zoom.us/hc/en-us/articles/360040324512-Roles-in-a-meeting
https://support.zoom.us/hc/en-us/articles/115000332726-Waiting-Room
https://support.zoom.us/hc/en-us/articles/115000332726-Waiting-Room
https://support.zoom.us/hc/en-us/articles/360033559832-Meeting-and-Webinar-Passwords-
https://support.zoom.us/hc/en-us/articles/360033559832-Meeting-and-Webinar-Passwords-
https://support.zoom.us/hc/en-us/articles/115004791123-Identify-Guest-Participants
https://support.zoom.us/hc/en-us/articles/115004791123-Identify-Guest-Participants
https://support.zoom.us/hc/en-us/articles/360038247071-Setting-up-and-using-two-factor-authentication
https://support.zoom.us/hc/en-us/articles/360038247071-Setting-up-and-using-two-factor-authentication
https://support.goto.com/webinar/help/password-protect-a-webinar-g2w090084
https://support.goto.com/webinar/help/password-protect-a-webinar-g2w090084
https://support.goto.com/webinar/help/dismiss-attendees-g2w040024
https://support.goto.com/webinar/help/dismiss-attendees-g2w040024
https://support.zoom.us/hc/en-us/articles/201362723-Encryption-for-Meetings
https://support.zoom.us/hc/en-us/articles/201362723-Encryption-for-Meetings
https://support.zoom.us/hc/en-us/articles/360034675592-Advanced-security-settings
https://support.zoom.us/hc/en-us/articles/360034675592-Advanced-security-settings
https://support.zoom.us/hc/en-us/articles/360021839031-Audio-Watermark
https://support.zoom.us/hc/en-us/articles/360021839031-Audio-Watermark
https://support.zoom.us/hc/en-us/articles/209605493-In-Meeting-File-Transfer%23h_a17258f8-d156-4e13-950e-874be14abe44
https://support.zoom.us/hc/en-us/articles/209605493-In-Meeting-File-Transfer%23h_a17258f8-d156-4e13-950e-874be14abe44
https://support.zoom.us/hc/en-us/articles/115005759423
https://support.zoom.us/hc/en-us/articles/115005759423
https://support.zoom.us/hc/en-us/articles/201361953-New-updates-for-Windows
https://support.zoom.us/hc/en-us/articles/201361953-New-updates-for-Windows
https://support.zoom.us/hc/en-us/articles/201361963-New-Updates-for-macOS
https://support.zoom.us/hc/en-us/articles/201361963-New-Updates-for-macOS
https://support.zoom.us/hc/en-us/articles/201361963-New-Updates-for-macOS
https://support.zoom.us/hc/en-us/articles/201361973-New-Updates-for-Android
https://support.zoom.us/hc/en-us/articles/201361973-New-Updates-for-Android
https://support.zoom.us/hc/en-us/articles/201361943-New-Updates-for-iOS
https://support.zoom.us/hc/en-us/articles/360039100051-Group-Policy-Options-for-the-Windows-Desktop-Client-and-Zoom-Rooms
https://support.goto.com/webinar/help/view-and-manage-attendees-desktop-app-g2w040014
https://support.goto.com/webinar/help/view-and-manage-attendees-desktop-app-g2w040014
https://support.goto.com/webinar/help/security-faqs-g2w060015
https://support.goto.com/webinar/help/share-your-screen-windows-g2w040006
https://support.goto.com/webinar/help/use-automatic-updates-g2w010013
https://support.goto.com/webinar/help/use-automatic-updates-g2w010013
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Adobe
Connect

Slack

Manage a
meeting 
Invite attendees
and grant or deny
access
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Remove
individuals from a
group
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Manage
permissions

Security
overview
Secure
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Listed below are links from several
popular video conferencing user
guides (and their administrative
policy settings) that can help 
 reduce the risk of unwanted
interruptions, compromise, or
exposure of sensitive data. 

Screen sharing
controls 
Sharing
content 
Recording and
playback 

Application updates

Managing group
policy

Encryption

Block download
to unmanaged
devices 
Guest invitation
Screen sharing

Download latest 
version 

Slack workspace
administration

https://helpx.adobe.com/adobe-connect/using/user-guide.html
https://slack.com/help
https://helpx.adobe.com/adobe-connect/using/user-guide.html?topic=/adobe-connect/using/morehelp/administering_adobe_connect.ug.js
https://helpx.adobe.com/adobe-connect/using/user-guide.html?topic=/adobe-connect/using/morehelp/administering_adobe_connect.ug.js
https://helpx.adobe.com/adobe-connect/using/user-guide.html/adobe-connect/using/starting-attending-meetings.ug.html#invite_attendees_and_grant_or_deny_access
https://helpx.adobe.com/adobe-connect/using/user-guide.html/adobe-connect/using/updating-meetings.ug.html#view_and_modify_a_participant_list
https://helpx.adobe.com/adobe-connect/using/user-guide.html/adobe-connect/using/updating-meetings.ug.html#view_and_modify_a_participant_list
https://www.youtube.com/watch?v=n6WVw2S4uDc&list=PLZLN_PcqIghiwa0AsbMJrc8l2XSHoySdY
https://slack.com/help/categories/200122103#manage-members
https://slack.com/help/categories/200122103#manage-members
https://slack.com/help/articles/201314026-Permissions-by-role-in-Slack
https://www.adobe.com/content/dam/cc/en/security/pdfs/Adobe-Connect-hosted-security.pdf
https://helpx.adobe.com/adobe-connect/using/user-guide.html/adobe-connect/using/enhancing-connect-account-security.ug.html
https://www.youtube.com/watch?v=FOxaK6wIWFM&list=PLZLN_PcqIghiwa0AsbMJrc8l2XSHoySdY&index=4
https://www.youtube.com/watch?v=FOxaK6wIWFM&list=PLZLN_PcqIghiwa0AsbMJrc8l2XSHoySdY&index=4
https://helpx.adobe.com/adobe-connect/using/user-guide.html/adobe-connect/using/sharing-content-meeting.ug.html
https://helpx.adobe.com/adobe-connect/using/user-guide.html/adobe-connect/using/sharing-content-meeting.ug.html
https://helpx.adobe.com/adobe-connect/using/user-guide.html/adobe-connect/using/recording-playing-back-meetings.ug.html
https://helpx.adobe.com/adobe-connect/using/user-guide.html/adobe-connect/using/recording-playing-back-meetings.ug.html
https://helpx.adobe.com/adobe-connect/connect-downloads-updates.html
https://helpx.adobe.com/hk_en/adobe-connect/using/user-guide.html/hk_en/adobe-connect/using/users-groups.ug.html
https://slack.com/help/articles/360019110974-Slack-Enterprise-Key-Management
https://slack.com/help/articles/360016181794-Block-file-downloads-and-message-copying-on-Enterprise-Grid
https://slack.com/help/articles/360016181794-Block-file-downloads-and-message-copying-on-Enterprise-Grid
https://slack.com/help/articles/115003717963-Guest-invitation-permissions-for-Enterprise-Grid-
https://slack.com/help/articles/115003501303-Share-your-screen-with-Slack-calls
https://slack.com/downloads/windows
https://slack.com/downloads/windows
https://slack.com/downloads/windows
https://slack.com/downloads/windows
https://slack.com/help/categories/200122103
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Password protect
your meetings
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One-time
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Listed below are links from several
popular video conferencing user
guides (and their administrative
policy settings) that can help 
 reduce the risk of unwanted
interruptions, compromise, or
exposure of sensitive data. 

Share your
camera 
Manage
attendees 
Share your screen
Keyboard and
Mouse control 
Record a session 
Manage and
share session
recordings 

Automatic updates

Group Administration

Encryption

https://support.goto.com/meeting
https://support.goto.com/meeting/help/password-protect-a-meeting-g2m090084
https://support.goto.com/meeting/help/invite-others-to-join-pre-session-g2m090034
https://support.goto.com/meeting/help/manage-attendees-during-sessions-web-app-g2m090006
https://support.goto.com/meeting/help/lock-your-meeting-g2m040025
https://support.goto.com/meeting/help/lock-your-meeting-g2m040025
https://support.goto.com/meeting/help/what-is-a-recurring-meeting-g2m090089
https://support.goto.com/meeting/help/what-is-a-recurring-meeting-g2m090089
https://support.goto.com/meeting/help/share-your-webcam-desktop-app-g2m040007
https://support.goto.com/meeting/help/share-your-webcam-desktop-app-g2m040007
https://support.goto.com/meeting/help/manage-attendees-during-sessions-web-app-g2m090006
https://support.goto.com/meeting/help/manage-attendees-during-sessions-web-app-g2m090006
https://support.goto.com/meeting/help/share-your-screen-windows-g2m040006
https://support.goto.com/meeting/help/give-keyboard-and-mouse-control-g2m040010
https://support.goto.com/meeting/help/give-keyboard-and-mouse-control-g2m040010
https://support.goto.com/meeting/help/record-a-session-g2m040008
https://support.goto.com/meeting/help/record-a-session-g2m040008
https://support.goto.com/meeting/help/record-a-session-g2m040008
https://support.goto.com/meeting/help/record-a-session-g2m040008
https://support.goto.com/meeting/help/use-automatic-updates-g2m010015
https://support.goto.com/meeting/video-security-steps-for-administrators-2-26
https://support.goto.com/meeting/help/security-faqs-g2m050014

